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Beyond the brief:

We supported the client with an end-to-end partnership to implement a
transformative security solution with advanced capabilities and lay the foundation for
future scalability and resilience.

§ % Poorly equipped to manage evolving threats

The city’s IT organization was grappling with poor management and visibility of an
ever-expanding security infrastructure, alert fatigue with a high number of
false-positive alerts, and the use of MITRE modeling with massive manual efforts and
without effective use of SIEM and SOAR tools.
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Transforming the data management landscape

We transformed the client’s legacy security landscape with a future-ready solution,
with these key services:

Assessment of existing infrastructure and the security operations center’s (SOC)
program management.

Transition spanning across four weeks, followed by eight weeks of transformation
and two weeks of the shadow state.

Implementation of zero trust network with an identity management and
multi-factor authentication (MFA) solution.

Development and optimization of use cases.

Automation of incident and task management.

Deployment of proactive strategies for threat hunting, threat detection, logs
monitoring, and incident response.

24x7 security monitoring and platform support (L1, L2, and L3).

Unified workflow (example: problem, change, and configuration management
framework).

24x7 security management — across the web, network, and endpoints.

16x5 security content development (L2 and L3).



Solution highlights

End-to-end support for the city's GCP cloud infrastructure,
covering all support levels and cloud services.

Ownership of daily operational requirements and enhancements
as well as new solution requirements.

Implementation of a private connection between the city’'s GCP cloud
environment and the on-premises infrastructure.

Implementation of redundant connectivity, for private connection through
site-to-site VPN, to which traffic is automatically routed when the private
connection becomes unavailable.

Deployment of a GCP cloud storage solution to address rising
storage needs.

Installation of a Palo Alto firewall on the city’s GCP environment to enhance
internet access security.

Collaboration with Google to lay the foundation for deploying Al chatbots.

Definition of a GCP cloud cost reporting tool and process.
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According to internal benchmarks, these results were delivered:

Better, faster, and cost-effective threat response

90 percent reduction of false positives
70 percent faster incident handling
30 percent reduction in operating expenses due to effort optimization

Business outcomes: The solution enabled better visibility and utilization of resources,
as well as greater preparedness for mitigating future threats.
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